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BRYEZEET ¢ THRAC, 88f%h; FTRRMAS, —B—8&; THK, AR, S8k, | BTk
EXE 0 TRE, #iEt. MEMmRzAeE, BMnZF A, EMnzE, BEMnif. |

BREFEEEMLNES, IREMPELAE—RERES, HEME—EITHENEERS. 27
EEARPIERA H A B B0 BoR ] R R IR FI BB 3 L RO ABAR B R

HMIEBEEFNRESREURGHBEEREIEHE, FINZER. HBHR. THHETFERENRGES,
INRELEREREERE, HRRTABBHRE,

FRERENERE, RFAISENEERERESE. NIAEEINESERENKRE, XAEHECCKHRIAMGSH,
MmER RS NIEMEAEFHNEE,

AEREFROAEE MRS , KRHEERFHNREIRHE B AT wmE. RERRE
BRAEPMF@ANZE,

R, RANRBEIBESSE, EHPHEEMER, BNEEREER!

#FZES (Samiux) (#R)
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FHRES (Samiux) (BR) B—REARELZL (Information Security, InfoSec) EiFE, fthik
BHER offensive Security #HHAY 0SCE (O0ffensive Security Certified Expert), OSCP
(0offensive Security Certified Professional) Az 0SwP (Offensive Security Wireless
Professional) FHXE:H, MEEKKNEERNDH, THREEEENITA. E—2ERE, BIFES
BER, BIEKR, BEUUBMARKE (Grey Hat, KIEF). MMNRER TRHMK, XA -

B EEXRY, BEESEMNEEELKER, HEIBTAOEKEMR.

12 Linux RHFEWFE, MEEFER Ubuntu Linux.

S ZEERNENRRTEWRIER, GIUIHENERSG, ERABRE, 5L EEERSERTE,
ML, ERIRERENNE Ry, ANEEABHANESE, ttbE—R1EE (Blogger)., MHEERE

BRAKREE, tmEEEEZEA (Penetration Testing) BREDFEREMBSHYS, MEERRE
(SYIE=Tpx

R EHMEFE TREES - BRXR & EFEE - ETR] -
BE R LTEEEEE

(1) H#BuL - https://samiux.github.io
(2) Discord - samiux @samiux (#3445)
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HEREEANIREER, #4AERFEERE, KEBIRZEH, KBHURBENEHA TTM. EIEE
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KEMAD VRIS I A ELIB

(1) BFXHEE (Reconnaissance);

(2) #WHEBEIE (Scanning);

(3) WEDHM (Vulnerability Analysis);
(4) ®WAFIA (Exploit);

(5) FAFiZt# (Privilege Escalation);
(6) %HAFIA (Post Exploit)e

BrHEE

MRBERTHEBIRREBHANEHMNER, Mg TEMESE. EREENBEHN (Active) MW
X (Passive)., FBIHNERHEESTERRRIFLIER, BRIFVEEENAE. BLFERAGEZEEER
BETARENEL, BIEAYERERFAMELPEMmITERE,

EREREN, SRERTEEAEBRRFLHEREE, FINBRES. EBET. HEBELNESBEMEES.
BENEE, tPIKFAEBTEAEHTIERE. BRMEREANTHERKER, UKRFHRZSHEENHR
Bo BEMSNBRMAIRAE, UEENEFFARNRETEER, BAEERHE,

BREEE—HIFEEMENEA, tATERBMMANEY, TREEFIR, AEEABRAETRER
;8

e EAR

ERRRETH T EREER, tAITHERETRE. BENEERLBEREDETHRLRE (Service)
HE M. BHETEDTHANREN, THAZERMBRETRE, MEBARNILERE =S ELFHREE.
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ERETRE, EEETTRBBHFAENERHEBIZETRED . AZHNEBEONIRE SWEBIRNRE
7 (Vulnerability), BEREEEREZERELAEHIERLEZHFR (oday), BHRKEINREIE

RARENFEESEERSNEN, FIUEFAEMEESEERTEENME. BRTRASWS, LEREEER
BrReR T TIE (Social Engineering) ZKREMIHBIE,

pepCiEdl)aE

—EHRERETETRERERANRBIRG, SEREMTETRENA (Exploit), fEHARITH.
IREFRBENEERIORET, WHSHRM. HARSE, SERRSUNTUAEAZE, ERAEHET
NS

ERBEMEER, SRERTTHRINEEGERRE, XAEERMIFERERTIRIEE-—DHINR,
RPiEE

NER, ERERBNERBAREFZUEEESMETHNG, SERENEIARARHERNRE, XHEF



RRGHNFREETRAER, CHFIRARNRSER. SREAFREREAMAILSTHER. XHEFA
g TIRRFEIFTRER.

&HAF A

ERMANERTEHE, EEEREYET%.M (Backdoor), UWEFXBRERANVAERSE, tAIESEREN
BIRETE R, UMREITH. ERNESEERTEEERERE, UHHEMESEEREFRA A,

WNRENEFALUMEFRZAE, OIMERRMRBERMAETE, XBARERFIRAS, NREABZE
BEE, IRNRENBERRENEY), SERFTULUEREYNAMEENNIESR, LR ERS. 7T
AEMAEENEMRT.
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RZRAENHBIEAE (Programmer) EHERAEMNEARANNEFEELETTRIIE. EMHR:R, B2
FEERNAMENRIR, B2, —BEREF LIEE FHIR—ERSESNRERINRE, XIEkRiE
(Debugging) BFHIRREE, MEBHAIEENABRER 2R BRI,

XELEERZAETNBENARSRENANE (Code), MAEFMERLHERITHEFELEME,

ERREEREEERR EHRIZIIHRFRR. AREEMRER!
BHEE

BEAREES. ELEESNEREESHHEEFRANKNATETHE, AEMAFNEBNMRERLH, &
RS LM LRFMEHE (Tutorial & Guide) RREHEEBENARL, AIRILHETEARKR
2EE ERERE, BHMHRALENRE, SHAREHLEHNRARK,

NELEEESRKER, $ERRLZNRERATEEEENRS L. BERELERE, 5AXEEESHRHE
BV EFTERE AR, &M 7 EEREENRGNEN L8, 2RNARSMRERZRL,

EEAX

RS BAREETHCRERUNERRAMARS. MWAXKSHRIBEENRZ2MAMPRRRERS
tHBRE. EMAR2EERAMLeRNE—EN#E. i, SEARRENARKRZEN—KERH, 2
FIBAE MR ENR R 2T B =S Maa EREF RV,

s, ERARXEBEERZENGETIRERH, MURPEARKRRZEHERLDATH,

R R

AMEMBNRENNLEEN 2. FIBRGTREEMAR. BHE. ABKRME. HERHRHEIBRAR
%Z#¢ (Embedded System), #EZEEEMH. FAILMGEBEREERAIR,

PSR

HAREHSRATORT, BNAGEARBHIRGEZHZY. LR Unix RENERE, W
Linux. mac0S X BSD %&#, fisRA%E Unix REGERstLRIFERE, REEURARERHFANER.
N EAFIERAAREMAEIRR Unix ERAEHNRBHER, FTEESRIRTHE,

BEELIFML, ASHRMANEBNRGHZRE Unix R, BAHSREALFEEANE, MEEEE—E
BRGNS, BEMABE—ENEEES, ENE—SMR, BHERETEMANEERNFIE.

FRLL, MRAEREFT0E, RRSRTEERHERHBERE
B it

BrAiE, IREERREBEN NG, BEFHAME (Web Application Firewall, WAF) KREZ@FHAAEZ 5
BA b, SinEEHANENEESARE—ERN, 2EREESR EHEE, ERNTBRAAIE, KEPHAZBE



HAFRHRESER.
AEBHABANERT (EE8RE) NERAEMHARBERS LE—ENRE, MEFEEMNBNERT
IEEEF, MRBLNE T VAT RESHAGEIIRET, BEIRFRORFTNRE, HREVRMNES

PRUARERBERERFEEN A, SAEVNHERENRFENT ZMEBBNREeME, E R%EE —
EFriEEI8Y.
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HALE, BHENRBZRS (Intrusion Detection and Prevention System, IDPS) IfAREEFRIEZEH
mE. ERNEMEESERMGT218M, EfMEENRRSENRSFEERE.

ENRREXRSZEARFRE-LEFEMFEAREENNERBRT. EAENERT, BEERENRLS
%R REHo

HAFEREENENRRANFTHRAGETREEN. ER—EXEIFHENES. BE, RMAEZNERT
BENRRAGHRRSEERNRE, BERERHERERFAA,

55, BEEHENRREMPAGEL FERESENETHRE. Fil, SRREEEEERANETHAR
EETARITEHREESASRAVREE .
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BIEAES | (RE, wibth, REMneTeE, BIRZTR, EMR2E, SR, |

AREREFEEAE, NRHEFAFTLRESERS, FHIAHMAFEFE. REKEE (Attack
Vector) SEFAENGE, HFIEEIERHEEERUMGLERAR,

NRBAIATUE R ERFEETERHEENBETHR L ERMARENG, SEREMFEESERHEN
RIEE—THINE,

NNRFEMeIUPRESERRAMEANERTR, MEKFAERREME (Botnet). EWMARHNRSR
(Compromised) MEBEEEELAIRAIAEUTINEZEN, HAINASHKENATREEMEARRL,

EEEMERAR, BREZEEHRNHERGH.
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EEHMH (Malware) BEEFREENEH, B30, %F (Virus), KE(Trojan), s (Worm), BER
Y (Ransomware) F, HHIRFREGERNITESIMZA (Script), 0 JavaScript,

FEE B RERRBIEMERNEES, NERMEFEENEP (Backdoor). HEAH2BMEN, NEKRE
T—EBER. BRURHAIESTRABEULAEFEMNLLEREENERME, TERESRAEE,

ETHRFEMERILEB(ER JavaScript REEEHMPEE, JavaScript BESIEBENEH ET, &R
BIL R E AR EE RREY, THABENSER JavaScript MR, SEEZHERHBHN
BER TR RRMENR,

BEESHETIR?

2T (Social Engineering) B—EHERIVFEEMEIL, HIEHNERETUTEEWL, JUEKEE.
BES. EAE, EiER TEE. BAKEEIIN 18981 (Phishing), MEHP—&E, FEZEEEHHAF
EHERETS, MEIB/.

BEEERRAKRE?

HREIAKE (Man-In-The-Middle Attack) BREEREAWER, HEBEAKEFERENANER
(sniffing). BREMZEAINA LK EFFE Rl R,

BRAUAREE THH LHERR, EABERM. BRI B,
BEZRRR?

#E (Vulnerability) RIEEARFREEE LIREELLE. ETMEFE—E Ra (Bug). F=
FiE Rea#f iR, TEMMBERREEHIUKAA (Exploit). AIRAMANKRERAIUNEZEENR,

BERATUEENMER, ERARERRT, BERREREEMNRRT, UAEFLER, AINERE
WY, RS,

BEEETEaE?

REPNBEREZRE/ B, ERRBRSEHMERRNIFERA, /\BURENEZEBAIUELR+RS
SEPIIAR R

FRUARIRBFEZE D HNEUNRE, HESEENIRENTE, BEFNERMTR. MARESTEER
BRI UBIERRFE,

EREERNEZHBEIFEHTIEN, IUEERZEETEBREE (Password Policy). B, BHEFE
EREN. ARRERNRRR, MNAERRMELEERR.

BERRERE?

BRNRERMEERZRERGAE BEEG—BEEERS (Unified Threat Management
System, UTM) KBFENZZ#A (Intrusion Detection and Prevention System, IDPS) %,

RENG—REEERENMHENERGET0EM. FAUEERRESRE THRERMNSENECHER. RiE



ERIT WM TP A#E (Next -Generation Firewall), HETCHA—HEEBERGNBHENRR
REARET

BEZHGR?

#f (Backup) BRFHBEEBENERE—(EERR, TRER—Exets, GHESE. A, . ME
hIVEEER, 888, BFr 5. UMEEREL, REFEFEB—EERM.

BEERER?

EE (Hacker) —MEIERANHFEENA, BEIREME—ERERTFERZ TEE

FEEMRRZ2EET, RERRE—EAEREERRNNA, EEERFEEXARAEEHRFNER TERE
EREFHRSR, BREDEEF(Black Hat), BHIEF (White Hat), /RIEF (Grey Hat) KfIZs/)\F
(Script Kiddies).
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HIfFRIEENREREERAMRE, MMTAHRARRE, MARGSERAEERHFHEE ASIEE,

R FHRENRRZLERYHRE, MPIRARARGRE, EMfIAZHAITHEREEASNKENLR
HE2I8, MAEEFEWE (Full Disclosure), MASEETE LRSS, BIREES,

ERRANF, tRAEFEERARRARA. tAIEHBAERELRELIEFES,
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